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Confidentiality disclaimer

All information disclosed during this webinar is strictly confidential and cannot be shared with any
third party without the prior authorisation of EPEX SPOT.
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Welcome & Introduction

MATS Authentication (1FA & 2FA)

Changes with Keycloak

Documentation Overview

API Conformance Testing

Push cosmetic changes & enhancements

Q&A Session



Your panelists

Marko BEZBRADICA Jean-Marc POURNIN
MATS Project Manager Head Of API Customer Services

Jyothi JOSE
API CS Specialist

Also,

Luisa NEUBERT, Senior Sales & Customer Event Coordinator
Elena BOSISIO, Sales & Customer Event Coordinator
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MATS Roadmap

The road towards delivery of MATS Go-live (subject to successful testing)

First week of April
2025
15MTU SDAC

SIMU Opening S GO-LIVE

18 Nov 2024

27 Feb 2025 ‘ 4 6 May 2025 ) K Date TBD* \

Initial release Release #1 Release #2 Release #3 & 4 Production

Connection 1FA Result status Technical enhancements + Trading limits
Retrieval of configuration Fixes of SIMU issues (update of IP address) - Future-to-Spot
and permission APl and GUI Connection (1FA) + 2FA
Linear, block, and scalable improvements changes

complex orders PUSH API: Auction Web Client: Result
Private and public results Session updates notifications

with Trade report Market results file
PUSH API: Order (Csv)
modification updates

D Future releases
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MATS Authentication
(1FA & 2FA)
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2FA — Two-Factor Authentication - Client certificates principles

Mandatory need to use a “Client Certificate” as a second authentication

Mandatory for both APl and Non-API User (web client users)
accounts

Client certificate issued per Client (per Company)
(1 certificate for all users & apps belonging to the same company)

Not mandatory to separate Client certificate per APl app
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1st Factor = user/ password
2nd Factor = certificate / certif pwd

You can re-use your existing valid
ETS API Certificate,

Disclaimer: We are still currently finalizing

some security/regulation aspects to provide a
definitive guidance on this aspect for SVPX
exchanges

Or ask for a new MATS certificate

Note: If your ETS API certificate is about
to expire; Market Ops will contact you
(SIMU, then PROD)

) epexspot



MATS Client certificate request process (same as with ETS API)

Applicable for all customers who need a new certificate for MATS

Member

EPEXSpot

Operationnal Team : Technical Team

& P

Member
(Technical & Operationnal)

CSR

2

8 &

Market Operator Technical Operator

CSR

CA Server

&)

CA Certificate

/

CSR

AN

5 5

N

v
; &

Private Key  gjgned Certificate

Signed Certificate Signed Certificate
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MATS Architecture

MATS Trading

Client

Customer API
application

User Authentication Info (login . '

1 name, acces token, etc..
. ) MATS
@ :J “LJ . ~ | Backend
O Client Certificate Authentication O Auction configuration
(2FA) U Backoffice configuration
Q Login U Order Management
Q Logout U Results
Q Password Management I
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Changes Overview: with Keycloak introduction

New dedicated MATS Authentication API (Keycloak) resources
for: Login, Logout, Request reset password email, Update
password

User must manually reset password via the Keycloak GUI

When log out from Keycloak, automatic disconnection from
Push Server

No more temporary ban: decommissioned.
(Unchanged: permanently locked after 5 failed connections — call MOps)
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MATS Authentication API Portal Demo (Swagger)

mats MATS Authentication ...

Introduction

= Introduction

Welcome to the MATS Authentication AP|I documentation!
Document version history

MATS (Multiple Auction Trading System) offers user authentication and password

~ & MATS Authentication AP management via one of the known Identity Access Manager Solution: Keycloak.
v Operations The MATS Authentication APl based on RESTful APl allows customers to perform user
POST  Loin authentication activities such as login, password management and logout.
POST  Logout Disclaimer
GET Retrieve User Information

All information disclosed in this portal is strictly confidential and the (intellectual) property
rights of EPEX SPOT and can be used for internal purposes only of the user in relation to its
PUT  Reguest Password Reset Email activities with EPEX SPOT or Exchanges serviced by EPEX SPOT and cannot be shared with
any third party without the prior authorisation of EPEX SPOT.

POST Update User Password

w B Schemas

2 ErrorResponse The examples provided herein is intended solely for informational purposes.

T ConnectRequest
EPEX SPOT expressly disclaims any and all liability for any damages, losses, or other

consequences arising from the use or reliance upon the information contained herein. Under
7 LogoutRequest no circumstances shall EPEX SPOT be held liable for any direct, indirect, incidental,
consequential, or any other type of damages resulting from the use of this information.

7 ConnectResponse

) RetrievelserinformationResponse

T UpdateUserPasswordRequest
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MATS sequence of actions

il
il
il

2

APl App MATS Keycloak APl User Keycloak GUI  MATS REST API

1, Reguest password reset email }_

2. Manually reset the pa 55wnrd>

== = —ps
3, Login >
‘(4. Receive access token, refresh token
5. Send REST APl requests (using access token) >
part of authorization header.
6. Update user password >
7a. Logout (using refresh token) )_
——————— 1 TR RTINS - WRM_——.
is not allowed
APl App MATS Keycloak APl User Keycloak GUI

Customers using Push:
» 7a. Logout (using refresh_token) will automatically disconnect the user session from Push server as well.
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Attention point for the next deployment
New password reset phase (with Keycloak)

New password reset phase How will I know when to reset my password?
> As “Keycloak” is a new system and independent Y You will receive an email named:
from MATS, current user’s password will not be MATS] - EPEX - Password Reset Request”

automatically migrated.

“IMATS] - HUPX - Password Reset Request”
» On the day of Simulation deployment (with Keycloak

changes), your current user password will no longer
be active. ? And ...you just have to follow instructions!

etc.

®  You will receive a new Password Reset Email for
your already existing MATS user account(s)

» This is applicable only for SIMU 1

» SIMU 2 will remain unchanged
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Documentation & Supporting Material Overview

Support Material

MATS API Package

v1.5 (29 April)

MATS API Package
v1.6 (certificates)

MATS Portal (Swagger)

REST API Apps Design Guide

Push Apps Design Guide

API Terms of Reference &
Conformance Test Guide

Certificates Guide

Sample Code
(new Keycloak API)

MATS Authentication API
including dedicated YAML file

MATS Auth API: 1FA and 2FA sections

Cosmetic changes
Enhancements

New Guide (extension of the ToR section
previously in REST API guide):

Requests policies (intervals)
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» Certificates part
List of errors

« Link to the API app Information Form
» Link to the APl app Conf test registration Form

* Non-API and API users certificates guide

Sample apps + code in:

 Java

* Python

Scope: reset pwd, 2FA log in, log out.

) epexspot



MATS API apps
Conformance Test
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EPEX

APl CUSTOMERS

APl apps Conformance Test: accompany you best towards Production

Since Mid-April: Simu Apps behavior monitoring, proactively contacting customers

6 May

2FA in Simu 1
13 May

Conformance tests
execution opening
(Simu 1)

Conformance Test Analysis

APl package EPEX SPOT Info
1.5 + Portal (+ 1.6 certif)

29 April
l 3. Get prepared:
» Adapt your Login to 2FA
1. 2FA impact + If required : ask for a certificate
analysis * Be ToR compliant / Test your app
v
2. Link to Fill in the AP 4. When ready, 6. Your conf 7.Conftest ------
App Information form register for a Conf test test day results . passed
(dedicated form) !
- |
2 | ;
A 5. Requested Date confirmed * Failed

by Market ops !

8. Failed: app fix required + new conf test before GL
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Go-live

Close to GL

» 8. Receive Prod credentials

+ Passed with a caveat (new conf test post-GL)

) epexspot



APl apps Conformance Test: accompany you best towards Production

When can | go through a conformance test?
» Once | have fully tested my API app (ToR compliant),

? You must be able to connect/log in with 2FA (Keycloak)

» If you use an ISV: conf test only done by the ISV
* Ifyou have 1 ISV and 1 own app: conf test only for your own app

Protocol: what are the operational steps ?
?» Steps:
* Log in with 2FA (when your target auction order book is open)

* App starts: loops and sends requests according to ToR defined
intervals

* Place orders with your app or via another client
* Get results once published
* Log out/ close: behave like in production

2 Only steps corresponding to your app scope are mandatory

* E.g. if your app does not retrieve market results or does not
enable to place any order : skip that part

Y Please consult our Terms of Reference for more details
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Do | need to go through one conf test per exchange?
> No, only for 1 exchange

* If Epex + another exchange — Epex conf test

On which environment will conf tests take place?
» SIMUL1 (2FA login/connect with certificate required)

) epexspot



API app Information Form
To be filled in once per application

MATS API - Request for API application &
Client Information Details

(per app)

As of May 2025

Dear APl Members and Market Data API Clients,
We kindly request you to fill in the form to help us know the API app and client details required to
support you during your implementation and testing phases.

Thank you!
API Client Information
et the exch - . e 4. Do you use MATS APl as: *

1. Select the exchange in which your company has membership &
If there are more than one exchanges, then please submit registration per exchange. * 10. 1s the API P‘pp READ O nl}"r or REP"'D‘(WRITE?
o O Trading Member

() READ only APl app
O semorx O Data Vendor/Mon Market Participant
O Huex () READ/WRITE APl app
O seepex O I5V {Independent Software Provider)
() Bsp
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Minimum Interval between 2 identical periodic automated requests

(*) Swagger: requests categories

Request GET Request category (*) Minimum interval to respect between 2
Types auto/periodic requests
. - mats MATS API W
Back Office Configuration
Auction Configuration 60 seconds @ Introduction
FX RﬂtES = Document version history
Auction session v MATS API
30 seconds ,
Orders (Auction session & orders: o futhentieaton
GET use the push to get real time info) POST  Connect
LDgS POST  Password Initialization
No periodic loops on results requests. POST  Disconnect
) The loop must be done at auction sessions POST  Password Infalization Teken
E"!b"f[: MRarkelttSResults level, and results requests sent only when ~® Back offics Configuraton
R”‘“'ar? esu detecting a result status change for a GET  Retriove Patcpnt ifrastion
eports specific Auction Session. GET  Reieve poriuios
{E' g' UNA vA'IILA ELE — PRELJIMINARV} GET Retrieve Portfolio Information
Authenticatiﬂn: I N.'Illﬂl . GET Rel-feve Trading Permissions
PDST GDHHBCt D ISCOHI‘IECt ESEE IDQlﬂI‘IIUQU ut pnhc!ﬁ,l} GET  Retrieve Settlement Members
- - [~ @ Alction configuration
Authentication: N/A Com
Passwﬂrd mﬂnﬂqement GET Retrieve Auctions
PU ST ]i' GET Retrieve Auction Information
D EL E 'I'E D rd ers N 'IIIA GET Retrieve Markets
GET Retrieve Market Information
. GET Retrieve Bidding Levels
* Ad hoc/on demand requests are always allowed (e.g. GUI triggered) o _
« In case an app must restart (e.g. due to a disconnection or any recovery reason), it may happen that the intervals mentioned above are e S e o

not respected.This will NOT be considered a ToR breach, as it occurs occasionally and is not regarded as a repetitive pattern.
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GET Auction session loops: link with results/reports requests
Only retrieve results when it makes sense

(*) Get Results examples: (auction session id = 12)
/auction-sessions/12/market-results
/auction-sessions/12/linear-order-results
/auction-sessions/12/trade-results

Client GET AUCTION-SESSIONS LOOPS
Trigger GET Results (*) only when results status changes
API app 99 (*) only g

own by the preuvacy B crenae [ Fne.
FINAL
known by the app UNAVAILABLE UNAVAILABLE PRELIMINARY . PRELIMINARY -y
1
v v
At - > 1A 4 |4 4 4 I 4
N Minimum g N
5 Interval a ) N
5 between 2 o S P
@ identical requests ﬁ ? 5
@ % @ 3
2 2 ! e
5 S S|| &
v v

v v \ 4 v v v
UNAVAILABLE PRELIMINARY FINAL MATS Results status
MATS API OPEN _ Auction session status

1 1
Order book Auction
closure publication Time
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Push cosmetic
changes &
enhancements
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Push Cosmetic Changes & Enhancement

Event Category Event Name (Old) Event Name (New) Push client

Emit Listen
Subscribe subscribeOrders subscribe orders Yes -
Listening orders orders - Yes
Unsubscribe unsubscribeOrders unsubscribe orders Yes -
Subscribe subscribeAuctionSession subscribe auction sessions Yes -
Listening auctionSession auction_sessions - Yes
Unsubscribe unsubscribeAuctionSession unsubscribe auction sessions Yes -
Listening - disconnect_messages (new) - Yes
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Push Enhancement : new notification + automatic push connection closure

) With 2FA introduction, Push socket.io connections are automatically closed when a user logs out or gets logged out from MATS.

) Inorderto share the disconnection reason, we introduce a new event name: disconnect_messages

) Push clients should listen to this to receive notifications when:

v Token has expired :> "notificationTd": null,
"notificationDateTime": "2025-04-25T08:37:01z",

"disconnectionDateTime": "2025-04-25T08:37:162",

"disconnectReason": "EXPIRED TOKEN"
}
{
v User is kicked out from the MATS trading system ‘notificationld®: 52, |
[:::$> "notificationDateTime": "2025-04-25T08:37:012",
v' User logged out (disconnected) himself from MATS "disconnectionDateTime": "2025-04-25T08:37:162",
"disconnectReason": "LOG OUT FROM TRADING SYSTEM"

trading system )

26 20/04/2025 ©EPEXSPOT 2025 - Confidential ) epexspot




Your material
MATS Overview and updates

MATS & ETS -

Get Started Checklist MATS Fundamentals : MATS FAQ
MATS Changes overview
TO O I k | t Nbc:;? ;Zﬁﬁ;?gs Specifications and

APl Swagger
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MATS API
package

sample codes
and ETS

.. MEMO

ELECTRICITY MARKET GPERATOR

( Semo :E:huﬂ
’ epexspot SEEPEX 952
Customer

support

Web client
Userguide

mats-
support-svpx

@epexspot.com @epexspot.com

MATS

Comprehensive
PO rtal userguide of

MATS web client

https://www.epexspot.com/en/downloads#trading-systems



https://www.epexspot.com/en/downloads#trading-systems
https://mats.portal.swaggerhub.com/
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We remain available at:

- mats-suorteexsot.com
- mats-suort-svxeexsot. com
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